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Product Change Notification 

  

 
Release Notes – SC1x3 @CHIP-RTOS V2.06 [10.07.2020] 
The tickets are grouped by component and then sorted by type and ticket number. 

RTOS - TCP/IP 
Ticket: #2420 
Component: RTOS - TCP/IP 
Type: defect 
Summary: Treck Ripple20 vulnerabilities 
Description: The JSOF research lab has discovered a series of zero-day vulnerabilities in the Treck TCP/IP stack. 
The SC1x3/SC2x RTOS has been found vulnerable for the following CVEs: 
- CVE-2020-11896 
- CVE-2020-11898 
- CVE-2020-11900 
- CVE-2020-11902 
- CVE-2020-11903 
- CVE-2020-11904 
- CVE-2020-11906 
- CVE-2020-11907 
- CVE-2020-11908 
- CVE-2020-11909 
- CVE-2020-11910 
- CVE-2020-11911 
- CVE-2020-11912 
- CVE-2020-11913 
- CVE-2020-11914 
The SC1x3/SC2x is not affected by: 
- CVE-2020-11897 
- CVE-2020-11899 
- CVE-2020-11901 
- CVE-2020-11905 

Solution: Fixed. 


